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1 NET Genium installation procedure
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2 Server settings

© NET Genium text configuration files or print templates in the “txt” or “html” format require the appropriate
region settings according to the customs of the Czech Republic in order to load accents correctly.

Zr  From the “Start” menu click “Settings”.

e Administrator

[ Documents
Pictures.
Settings

Power

0 h’ype here to search

Zr Select “Time & Language”.

Settings - m} x

Windows Settings

| |3i nd a setting

g System RLE Devices @ Network & Internet @ Personalization

ay, sound, notifications EBluetocth, printers, mouse Wi-Fi, airplane mode, VEN Background, lock screen, colors

g— .
E—  Apps R Accounts % Time & Language ('l;. Ease of Access
8= Uninstall, defaults, optiona Your accounts, email, sync, A Speech, region, date = Marrator, magnifier, high
features waork, other people contrast
/O Search EI Privacy Ay pdate & Security
Find my files, permissions Location, camera, microphone ~ Windows Update, recovery,

backup
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Zr Select “Region” and click on “Additional date, time, & regional settings”.
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<« Settings - [m] x
@ Home Region
Find a setting gl | Country or region
| United States v

Time & Language

Windows and apps might use your country o region to give you local
content.
B Date &time

Regional format

Current format: English (United States)

#F  language B}
Recommended [English (United States)] v
O spesch Windows formats dates and times based on your language and regional
preferences

Regional format data

Select Change data formats to switch among calendars, date, and time
formats supported by the region.

Calendar: Gregorian Calendar

First day of weelc  Sunday

Short date: 2/21/2025
Long date: Friday, February 21, 2025
Short time: 11:05 AM

Long time: 11:05:20 AM

Change data formats

Z» Select “Change date, time, or number formats”.
G} Clock and Region

1™ G} » Control Panel » Clock and Region

Control Panel Home I Date and Time

Setthe time and date | Changethetimezone | Add clocks for different time zones

System and Security

Metwork and Intemet Q jon
7~ | Change date, time, crnumberfcrmatsl

Hardware

Programs
User Accounts

Appearance and
Personalization

# Clock and Region

Ease of Access
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Zr Onthe “Formats” tab, select “Czech (Czechia)”.

] Region
Formats  Administrative
Format:

Eech iCzechia] VI

Language preferences
Date and time formats

Short date: dd.MM.yyyy ~
Long date: dddd d. MMMM yyyy ~
Short time: H:mm w
Leng time: H:mrm:ss ~
First day of week: pondé&ll ~
Examples

Short date: 21.02.2025

Long date: patek 21. Gnora 2023

Short time: 11:08

Long time: 11:08:31

Additional settings...

Conca | [ oo

*
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Zr On the "Administrative” tab, select “Change system locale...” and select “Czech (Czechia)".

B Region
Formats  Administrative

Welcome screen and new user accounts

View and copy your international settings to the welcome screen, system
accounts and new user accounts,

Language for non-Unicode programs

This setting (system locale) controls the language used when displaying
text in programs that do not support Unicode.

Current language for non-Unicode programs:

Czech (Czechia)

I GChangesystemlocale... I

QK Cancel Apply

*
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3 Installing 1IS

O All actions must be performed under administrator rights.
© Install the necessary services and tools that NET Genium uses (1IS — Internet Information Services) and Windows

Search if you will be doing full-text searches in NET Genium.

3.1 Installing IIS on Windows Server 2022

Zr  From the “Start” menu, search for “Server manager”.

Best match

E Server Manager
App

Apps
¥ Windows Server Backup

Settings

Synchronize the date and time from a time server

& Change manual proxy server settings

~

O servef Manager

| 3

[ 1}
i
4
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Zr  Next, select “Add roles and features”.
[ Server Manager — [m| X
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Server Manager * Dashboard @1V manage oo

== Dashboard WELCOME TO SERVER MANAGER

Local Server

i

iz AlS ' i

i: ervers o Configure this local server
L]

File and Storage Services B

QUICK START

pr—
MJ

Add roles and "eaturesl

3 Add other servers to manage
WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE

27 In the “Installation Type” window, select the “Role-based or feature-based installation” option and click the
“Next” button.

fE Add Roles and Features Wizard — O x

DESTINATIOM SERVER

Select installation type wmaie3

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin ) A .
= machinge, or on an offline virtual hard disk (VHD).

Installation Type

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | I Next = I Install Cancel
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Zr In “Server Selection”, select the server on which you want to install IIS — “Select a server from the server

pool” and click the “Next” button.

= Add Roles and Features Wizard — O X

DESTIMATIOMN SERVER
vmg103

Select destination server

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type I'-‘I Select a server from the server pool I
m () Select a virtual hard disk

Server Roles Server Pool
Features

Filter: |

Name IP Address Operating System

vm8193 85.118.133.60 Microsoft Windows Server 2022 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

| < Previous |I Mext » I Install
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Zr Select the following server roles from the “Server Roles” menu. If the system asks you to install additional
services or features to a specific part of 1S, install them.
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e Web Server (IIS))

= Add Roles and Features Wizard — O >

DESTINATION SERVER

Select server roles 102

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
Server Selection |_| Active Directory Certificate Services G Web Server (IIS) provides a reliable,
[] Active Directory Domain Services manfage_able_, and scalable Web
. [] Active Directory Federation Services application infrastructure.
peatiies [] Active Directory Lightweight Directory Services
Web Server Role (IIS) [ Active Directory Rights Management Services
B [ Device Health Attestation
Role Services ] DHCP Server
Confirmation [ DNS Server
[] Fax Server

[m] File and Storage Services (1 of 12 installed)
[ Host Guardian Service

[] Hyper-v

[[] Metwork Policy and Access Services

[] Print and Document Services

] Remote Access

[[] Remote Desktop Services

[ Volume Activation Services

[] Windows Deployment Services

[[] Windows Server Update Services

< Previous | | Mext > Install Cancel

r Click the “Next” button.
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r Select features from the “Features” menu:
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e .NET Framework 3.5 Features
o .NET Framework 3.5
e .NET Framework 4.8 Features

o .NET Framework
o ASP.NET 4.8

e Windows Search Service
fE Add Roles and Features Wizard — O *

DESTIMATIOM SERVER

Select features V133

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description

Server Selection 4 7] NET Eramework 3.5 Festures ~|  Windows Search Service provides

Server Roles .NET Framework 3.5 (includes .NET 2.0 and 3.0) fast file searches on a server from

HTTP Activation clients that are compatible with

[ Non-HTTP Activation Windows Search Service. Windows

Web Server Role (II5) 4 [W] NET Framework 4.8 Features (2 of 7 installed) Search Service is intended for

. NET Framework 4.2 (Installed) desktop search or small file server
Role Services ASDNET 4.8 scenarios, and not for enterprise
Canfirmation [ WCF Services (1 of 5 installed) SCEanos

™ Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption

[ BitLocker Network Unlock

[ BranchiCache

[] Client for NFS

[] Containers

[[] Data Center Bridging

[] Direct Play

[[] Enhanced Storage

L1 ewimaeves Lonsnoiane 1o e n

] Windows Identity Foundation 3.5
[ Windows Internal Database
| (W] Windows PowerShell (1 of 4 installed)
I Windows Process Activation Service
@ indows Search Service]
Windows Server Backup
[ Windows Server Migration Tools
[] Windows Standards-Based Storage Management
[] Windows Subsystem for Linux
[] Windows TIFF IFilter
] WinRM IIS Extension
] WINS Server
[] Wireless LAN Service
~| WoW64 Support (Installed)
| KPS Viewer (Installed)

< Previous | | Mext > Install Cancel

7 Click the “Next” button.
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Zr From the Web Server Roles (lIS) - Role Services menu, select:
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e Web Server
o Common HTTP Features

= Default Document
=  HTTP Errors

= Static Content

=  HTTP Redirection

o Security
= Windows Authentication
o Management Tools

= |IS 6 Management Console
= |IS 6 Management Compatibility

= Add Roles and Features Wizard - m] *

DESTINATION SERVER

Select role services i3

Before You Begin Select the role services to install for Web Server (1I15)

Installation Type Role services Description

Server Selection 1IS & Management Compatibility

4 Web Server

Server Roles
Feztures

Web Server Role (IIS)

4 Common HTTP Features
¥] Default Document
Directory Browsing
) HTTP Errors

]

] Static Content

provides forward compatibility for
your applications and scripts that
use the two 1IS APls, Admin Base
Object (ABC) and Active Directory
Service Interface (ADSI). You can use

Role Services

existing |1S 6 scripts to manage the
115 10 Web server.

HTTP Redirection
Confirmation [[] WebDAV Publishing
4 Health and Diagnostics
HTTP Logging
[] Custom Logging
[] Legging Tools
[] ODEC Logging
[] Request Monitor
[] Tracing
4 Performance
Static Content Compression
[] Dynamic Content Compression
4 Security
Request Filtering
[] Basic Authentication
[[] Centralized S5L Certificate Support
[] Client Certificate Mapping Authentication
[] Digest Authentication
[] 1S Client Certificate Mapping Authentication
[] 1P and Domain Restrictions
[] URL Authorization
E Windows Authentication
i [ Application Development
4 [] FTP Server
[] FTP Senvice
[] FTP Extensibility
a Management Tools
/] 1S Management Console
[_] 15 Management Scripts and Tools
[_] Management Service

< Previous MNext > Install Cancel

7 Click the “Next” button.
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7 In the “Confirmation” menu, click “Install”.
Fﬁ Add Roles and Features Wizard

Confirm installation selections
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- O x

DESTIMATIOMN SERVER

wm3193
| L Do you need to specify an alternate source path? One or more installation selections are missing source files on the destinati... X
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [ Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have
| been selected automatically. If you do not want to install these optional features, click Previous to clear
I =5 -
T (T their check boxes.
Features
Web Server Role (II5) .NET Framewark 3.5 Features -

Role Services

— ] .NET Framework 4.8 Features
Confirmation

ASP.NET 4.8
Web Server {lIS)

Management Tools

115 6 Management Compatibility
115 6 Matabase Compatibility

115 Management Console

Web Server
Common HTTP Features
[ S

Export configuration settings
Specify an alternate source path

.MET Framework 3.5 {includes .NET 2.0 and 3.0)

Next > I Install I| Cancel
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4 11S settings
4.1 Pin IS to the taskbar

<> Find “Internet Information Services (IIS) Manager” in the “Start” menu.

Best match

"h Internet Information Services (11S) Manager
© App

Zr In the bottom bar, right-click on IIS and select “Pin to taskbar”.

!E Intermnet Information Services (115) M...
-1 Pin to taskbar

Close window
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4.2 Turn off logging
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© To prevent unexpected server disk fill-up, it is advisable to disable IIS traffic logging within your server node.

Zr Go to IIS settings and select the top node of your server (for example, “VM8193") so that the settings are
propagated to other child nodes, and in the “IIS” section, select “Logging”.

@ Internet Information Services (115} Manager

[m] x
e = 9, vmme » B @~
File View Help
11 VMB193 Home
©- [ 8 é’ Manage Server
Start Pag || Filter: - % Go - GyShowAll | Groupby: Area - - & Restart
~[5 VM2193 (VME193\Administra P Star
L2} Application Pools 15 _ - : | Sop
(] Sites = 7 iy =
2 9@ o B & @
Authentic.. Compression Default  Directory  ErorPages  Handler HTTP
Document  Browsing Mappings ~ Redirect CrangelNET FanerE e
= = nY . i &= Version
L= i "%H = !
= LJ 7 & Fo = Legh @ Get NewWeb Platiorm
HTTP Logging |MIME Types  Modules Output Request Server Components
Respon... Caching  Filtering  Certificates @ Hebp
ety
Worker
Processes
Management
Y
15
Configurat... Feature Shared
Editor Delegation Configurat...
. [ Festures e | - omtent v
Ready %

&g
server traffic.

@5 Internet Information Services (1IS) Manager
fe 5 95 vmzie »

File View Help

Then, in the “Actions” panel on the right side of the window, click “Disable”. This will turn off logging of your

Connections
€ o)
&g Start Page
~ Gj VMBE193 (VMB193MAdministra
i--[2} Application Pools

@ Sites

0;! Logging

One log file per:
Site ~

Log File
Format:

W3C i Select Fields...

Directory:

Use this feature to configure how IIS logs requests on the Web server.

%SystemDrive3\inetpubilogs\LogFiles

Encoding:
UTF-2 ~

Log Event Destination

Select the destination where IIS will write log events.
® Log file only
O ETW event only

(O Both log file and ETW event
<

Browse..

Bk Cance

Disable

(=1 Features View |I7% Content View

Configuration: 'localhost' applicationHost.config

< >

View Log Files..

® Hep

L-H]
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4.3 Turn off recycling

© To prevent unexpected restarts of NET Genium, it is necessary to disable the so-called “recycling” of application

pools (terminating the w3wp.exe process) on the web server. This will prevent the regular restart of application
pools that IIS has set up by default.

4.3.1 Disabling recycling via application pool preferences

Zr Go to “Application Pools” and in the “Actions” section click “Set Application Pool Defaults...”, or right-click on
the 1IS desktop and select “Set Application Pool Defaults...”.

© This way, you change the default settings for all application pools so that you don't have to configure each
application pool separately.

c_ij Internet Information Services (II5) Manager

- m} x
& [2» vMB193 » Application Pools &t @
File View Help
: ¢ lication Pool '
- - Application Pools
@-H =8 é’ PP 3 Add Application Pool...
= Set Applicati <
: :'_ﬂ Start Page .. || This page lets you view and manage the list of application pools on the server, Application pools are Sct Application| BoolHelaHba
2 UMB192 (VMBI1O3\Administra] | 5ccocisted with worker processes, contain one or more applications, and provide isolation among @ Hep
iz Application Pools| different applications.
@] Sites
Filter: - W Go - (5 Show All | Group by: No Grouping
MName Status NETCLRV... Managed Pipel... |dentity Applications
QDefaultAppPool Started v Integrated ApplicationPoolld.. 1
< >
< > Content View
Ready

h-F
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Zr In the “Application Pool Defaults” section, go to the “Recycling” section and set the “Regular Time Interval”

to “0.” Click the “OK" button.

Application Pool Defaults ?
+ Process Orphaning
Enabled False
Executable
Executable Parameters
v Rapid-Fail Protection
"Service Unavailable" Response ™ Httplevel
Enabled True
Failure Interval (minutes) 5
Maximurn Failures 5
Shutdown Executable
Shutdown Executable Parametel
~ [ Recycling
Disable Overlapped Recycle False
Disable Recycling for Configurat False
> Generate Recycle Event Log Entr
Private Memory Limit (KB) 0
egularﬁmelntewal (minutes) O
Request Limit 0
> Specific Times TimeSpan[] Array
Virtual Memory Limit (KB) 0
Recycling
Cancel
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4.3.2 Disabling recycling for individual application pools
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A If recycling was disabled through the application pool preferences listed in the previous chapter, you only need

to check that it is disabled.

Zr Go to “Application Pools” and right-click on “DefaultAppPool” and select “Recycling...”.

qﬂ Internet Information Services (IIS) Manager a x
‘e [ wME193 » Application Peols &t @
Elle View Help
: @3 Application Pool .
= Ication Fools -
Q- &8 é’ PP B8 Add Application Pool...
':j Start Page This page lets you view and manage the list of application pools on the server. Application poals are - S 5
v ‘{2’“3193 (VMB192\AdmInistra) | accscisted with worker processes, contsin one ar more spplications, and provide isolation smong Application Pool Tasks
-t Application Pools different applications, il
5 -[a] Sites - Ste
Filter: + ¥ Go - g ShowAll | Group by: No Grouping - B Stop
Name Status METCLR V.. Managed Pipel.. ldentity Applications ¥ Recycle.
[/ DefauithppPool _ Started  vA.0 intearated ApplicationPoolld... . 1 Edit Application Pool
& Add Application Pool... [E Basic Settings..
Set Application Poel Defaults... Recycling...
e Advanced Settings...
a
B st Rename
op
2 Recycle.. X Remove
[ Basic Settings... View Applications
Recycling... @ Heb
Advanced Settings...
Rename
% Remove
View Applications
@ Help
< >
@ o Features View | Centent View
Ready &

<r

button, and then the “Finish” button.

Edit Application Pool Recycling Settings ? X

=

@ Recycling Conditions

Fixed Intervals

I [] Reguler time intervals (in minutes): I

[ Fixed number of requests:

O Specific time(s):

Example: 20:00:0:00

Memaory Based Maximums

[] Virtual memory usage (in KB):

[] Private memory usage (in KB):

MNext Cancel

Finish

Previous

In the newly opened window, make sure to deselect the “Regular time intervals” item, click the “Next”
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4.4 I|dle timeout setting

O /dle time is the interval at which the application pool automatically shuts down when web applications are idle

(no requests from site visitors).

4.4.1 Set an idle timeout through application pool preferences

<r

on the IIS desktop and select “Set Application Pool Defaults”.

Go to “Application Pools” and click on “Set Application Pool Defaults” in the “Actions” section, or right-click

This way you change the default settings for all application pools so that you do not have to set each application

pool separately.
@5 Intemnet Information Services (IIS) Manager - m] X
e 3 wMa193 » Application Paols oy @-
File View Help
Connections . . Actions
O-HA R qé! Application Pools £ Add Application Paol...

-5 Start Page
~ 83 VME193 (VM2193\Administra
. @ Sites

This page lets you view and manage the list of application pools an the server. Application poals are
associated with worker processes, contain one or more applications, and provide isolation among
different applications.

Set Application Pool Defaults...

Filter: Go - g Show All | Group by: Mo Grouping i
Name Status NETCLR V.. Managed Pipel... Identity Applications
-/ DefaultAppPool  Started w40 Integrated ApplicationPoclld.. 0
< >
< > Content View
Ready

@ Help

LM
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Zr In the “Process Model” section, set the “Idle Time-out” to 1440 minutes (one day) and click the “OK” button.

Application Pool Defaults

Processor Affinity Mask (64-bit ¢ 4294967293

Vl Process Model |

> Generate Process Model Event L

|dentity ApplicationPoolldenti
Ildle Time-out {minutes) 1440 l

Idle Time-out Action Terminate
Load User Profile False
Maximum Worker Processes 1

Ping Enabled True

Ping Maximum Response Time | 90

Ping Period (seconds) 30

Shutdown Time Limit (seconds) 30
Startup Time Limit (seconds) S0

w Process Orphaning
Enabled False
Executable
Executable Parameters

* Rapid-Fail Protection
"Service Unavailable" Response ™ Httplevel
Enabled True

Process Model

Cancel
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4.4.2 Setting the idle timeout for individual application pools
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A Iftheidle timeout has been set through the application pool preferences, which are listed in the previous
chapter, you only need to check its settings.

Zr Go to “Application Pools” and right-click “DefaultAppPool” and select “Advanced Settings”.

@ Internet Information Services (IIS) Manager — [m] X
S G» vM3133 » Application Pooks @y @
File View Help
SaFE @5 Application Pool .
Ication Fools -
@-H|Z 8 é! PP & Add Application Pool...
:‘,3 Start Page This page lets you view and manage the list of application pools on the server. Application pools are Set ApplictionoolUSEE
v-& Va’.\"mﬂﬁ""’_‘m‘/‘?’\‘“"’"""‘t'ﬂ associated with worker processes, contain one or more applications, and provide isolation among Application Pool Tasks
2 Application Pools different applications. ¥ it
> -[@] Sites . 2
Filter: - W Go - i ShowAll | Groupby: Mo Grouping - W Stop
Name Status  .METCLRV.. Managed Pipel... Identity Applications € Recycle.
[ DefauitAppPool _ Storted - wA Intanratect fistionPoolld:.. .0 it Application Pool
[ Add Application Poal... B Basic Setting..
Set Application Pool Defaults... Recycling
o Advanced Settings..
B sep Rename
2 Recycle... X Remove
[£] Basic Settings... View Applications
Recycling... @ Help
Advanced Settings...
Rename
K Remove
View Applications
@ Help
< >
< 5 Features View || % Content View
Ready G

Zr In the “Process Model” section, set the “Idle Time-out” to 1440 minutes (one day).

Advanced Settings ? x
Start Mode OnDemand -
v CPU
Limit {percent) 0
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295

Processor Affinity Mask (64-bit ¢ 4294967295
+ | Process Model

» Generate Process Model Event L
|dentity

Idle Time-out (minutes

ApplicationPoolldentity
1440
—

Ping Period (seconds)

Shutdown Time Limit (seconds)

Idle Time-out Actien Terminate
Load User Profile False
Maximum Worker Processes 1

Ping Enabled True

Ping Maximum Response Time | 90

30
90 v

Name

application pool.

[name] The application pool name is the unique identifier for the

Cancel
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4.5 ldentity settings

4.5.1 ldentity settings via application pool preferences
4.5.1.1 Predefined “NetworkService” account

Framework NET Genium / Installing NET Genium

© The standard settings of “DefaultAppPool” are described below, when the database server is installed on the
same computer as the application itself, resp. IiS.

> Go to “Application Pools” and set “Application Pool Defaults” in the “Actions” section, or right-click on the IIS
desktop and select “Set Application Pool Defaults”.

O This way you change the default settings for all application pools so that you do not have to set each application

pool separately.
@ Internet Information Services (IIS) Manager — a x
“ > 3 » WME193 » Application Pools & = ﬁ @ <
File View Help
— @5 Application Pool
= Ication PoOIs
e iz 8 # Aee
:;2" start Page . This page lets you view and manage the list of application pools on the server. Application pools are
v S VME193 (VMEISIAdministral | ascociated with worker processes, contain one or more applications, and provide isolation among
i Lt Application Pools different applications.
@ Sites
Filter: - Go - g Show All | Group by: Mo Grouping
Name Status METCLR V... Managed Pipel... ldentity Applications
1o/ DefaulthppPool  Started  vAD Integrated ApplicationPoolld,. 0
< >
< 3 Content View
Ready

LB
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Zr Select “Identity” and click on the three dots on the right in the dialog.

Application Pool Defaults ? X

Processor Affinity Mask 4284967295 ~

Processor Affinity Mask (64-bit ¢ 4294967293
| Process Model I

» Generate Process Model Event L

Identity ApplicationPoolldentity| |
ldle Time-out (minutes) 1440

Idle Time-out Action Terminate

Load User Profile False

Maximum Worker Processes 1

Ping Enabled True

Ping Maximum Response Time | 90

Ping Pericd (seconds) 30

Shutdown Time Limit (seconds) 90
Startup Time Limit (seconds) 90
* Process Orphaning
Enabled False
Executable
Executable Parameters
* Rapid-Fail Protection

"Service Unavailable" Response ™ HitpLevel

Identity
[identityType, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool |dentity (recommended), Networ...

oK Cancel

7 Select and set “NetworkService” from the list.

Identita fondu aplikaci ? *

@) Peddefinovany tcet:

NetworkService B

LocalService

O 1LocalSystem
Eppimatmnioo"!entﬂy - lastavit
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4.5.1.2 Own technology account

A We typically set up our own technology account when the database server is installed on a different computer
than the application itself, or IIS. Otherwise, we leave the identity set to "NetworkService".

Zr Go to “Application Pools” and “Set Application Pool Defaults” in the “Actions” section, or right-click on the IS

Framework NET Genium / Installing NET Genium

desktop and select “Set Application Pool Defaults”.

O This way you change the default settings for all application pools so that you do not have to set each application

pool separately.

q_%[ Internet Information Services (1I5) Manager

fe

File VWiew Help

[ » VMB3193 » Application Pools

Connections

b5 = Y

.-§ Start Page

82 yMB193 (YMB193\Administra

> -8 Sites

Q‘i’ Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are
associated with worker processes, contain one or more applications, and provide isolation among
different applications,

& Add Application Pool...

Set Application Pool Defaults..

Filter: - W Go ~ %ShowAll Group by: No Grouping <

MName Status NETCLRV... Managed Pipel... |dentity Applications
[} DefaulthppPool  Started  vA.D Integrated ApplicationPoolld... 0

< >

Ready

Features View

Content View

@ Help

%
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Zr Select “Identity” and click on the three dots on the right in the dialog.

Application Pool Defaults 7 X
Processor Affinity Mask 4204967295 ~
Processor Affinity Mask (64-bit ¢ 4294967295

v I Process Model I

> Generate Process Model Event L

Idle Time-out (minutes) 1440
Idle Time-out Action Terminate
Load User Profile False
Maximum Worker Processes 1

Ping Enabled True

Ping Maximum Response Time | 90

Ping Period (seconds) 30

Shutdown Time Limit {(seconds) 90
Startup Time Limit (seconds) 90

~ Process Orphaning
Enabled False
Executable
Executable Parameters

~ Rapid-Fail Protection
"Service Unavailable" Response ™ Httplevel

Identity
[identity Type, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended), Networ...

oK Cancel

Z» Check “Custom account” and click on the “Set...” button.

Application Pool Identity ? X

(O Built-in account:

ApplicationPoolldentity

® Custom account:

OK Cancel

Zr Set the “User name” to, for example, “AD\svcngadmin”, select the “Password” and click the “OK” button.

Set Credentials ? x
User name:

lAD\svcngadmin I
Passwaord:

|..... |

Confirm password:
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4.5.2 ldentity settings for individual application pools
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A If the identity has been set through the application pool preferences, which are listed in the previous chapters,
you only need to check its settings.

4.5.2.1 Predefined “NetworkService” account

O The standard settings of “DefaultAppPool” are described below, when the database server is installed on the
same computer as the application itself, resp. IIS.

Zr To set the identity, right-click on “DefaultAppPool” and select "Advanced Settings...”.

wﬂ Internet Information Services (IIS) Manager - O X
fe  — [D» vM2193 » Application Pools @ ot -
File  V¥iew Help
— @3 Application Pool ~
Application Pools -
Q-H 78 ;! PP & add Applicstion Pool...
|5 Set Applicati 5
H ij start Page This page lets you view and manage the list of application pools on the server. Application pools are Set Applicatin
e j VME195 (VMET1STAdministra) | aecociated with worker processes, contain one or more applications, and provide isolation among Application Pool Tasks
i[5} Application Pools different applications, P Start
> & Sites Sta
Filter: - W Go -~ %Show&ll Group by:  No Grouping < B Stop
Name Status NETCLR V... Managed Pipel... Identity Applications € Regycle.
@ DefaultAppPool  Started w40 Integrated ApplicationPoolld.. 0 Edit Application Pool
|5 Add Application Pool... [E Basic Settings...
Set Application Pool Defaults... Recycling...
Advanced Settings...
Start
Rename
@ Stop
- X Remove
e Recycle..
D Basic Settings... View Applications
Recycling... '@ Help
Advanced Settings...
Rename
K Remove
View Applications
@ Hep
< >
< > Content View

Ready &
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Zr Select “Identity” and click on the three dots on the right in the dialog.

Advanced Settings ? X
Processor Affinity Enabled False ~
Processor Affinity Mask 4294967295

Processor Affinity Mask (64-bit ¢ 4294967295
—
v IProce-ss Model I

» Generate Process Model Event L

ApplicationPoolldentity

e [ime-out (minutes,

Idle Time-out Action Terminate
Load User Profile False
Maximum Worker Processes 1

Ping Enabled True

Ping Maximum Response Time | 80

Ping Pericd (seconds) 30

Shutdown Time Limit (seconds) %0

Startup Time Limit (seconds) ]
v Process Orphaning

Enabled False

Executable

Executable Parameters hd
Identity
[identityType, username, password] Configures the application pool to run

as built-in account, i.e. Application Pool Identity (recommended), Network
Service, Local Systemn, Local Service, or as a specific user identity.

oK Cancel

¢r Select and set “NetworkService” from the list.

Application Pool [dentity ? X

(® Built-in account:

ApplicationPoolldentity ~

LocalService

O LocalSystemn
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4.5.2.2 Own technology account
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O We typically set our own technological account in the case when the database server is installed on a different
computer than the application itself, resp. IIS. Otherwise, we leave the identity setting to “NetworkService”.

Zr To set the identity, right-click on “DefaultAppPool” and select “"Advanced Settings...”.

@5 Internet Information Services (1IS) Manager — m} x
€« 3 .;i » VMB193 » Application Pools ¥ RES ﬁ @'

File Wiew Help

P " ] ] Acti
= qil Application Pools _——
G- |78 2 & Add Application Paol...
g-_ﬁ Start Page . This page lets you view and manage the list of application pools on the server. Application pools are Set Application Pool Defaults...
A j VI4g193 (VME193\Adm|n\rtra' associated with worker processes, contain one or more applications, and provide isolation ameng Application Pool Tasks
-2} Application Pools different applications. -
H PP P Start
(@] Sites 3
Filter: v 0 Go - (gShow All | Group by: Mo Grouping - B Stop
Mame Status  .NETCLRV.. Managed Pipel.. Identity Applications € Regycle..
QDefaultAppPool . A0 ! d ApplicationPoolld.. 0 Edit Application Pool
o Add Application Pool... El ic Settings..
Set Application Pool Defaults...
Start Advanced Settings...
B Stop Rename
2 Recycle.. XK Remove
D Basic Settings...
Recycling...
Advanced Settings...
Rename
K Remove
Wiew Applications
@ Help
< >
< > Content View
Ready b-E

Zr Select “Identity” and click on the three dots on the right in the dialog.

Advanced Settings ? X
Processor Affinity Mask 4294967295 -~
Processor Affinity Mask (84-bit ¢ 4204967295
~ | Process Model ||
> Generate Process Model Event L

Identity ApplicationPoolldentity .|

Idle Time-out (minutes) 1440

ldle Time-out Action Terminate

Load User Profile False

Maximum Worker Processes 1

Ping Enabled True

Ping Maximum Response Time | 90

Ping Period (seconds) 30

Shutdown Time Limit (seconds) %0
Startup Time Limit (seconds) a0
+ Process Orphaning
Enabled False
Executable
Executable Parameters
~ Rapid-Fail Protection hd
Identity
[identityType, username, password] Configures the application pool te run

as built-in account, i.e. Application Pool |dentity (recommended), Netwerk
Service, Local System, Local Service, or as a specific user identity.

oK Cancel
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&7 Check “Custom account” and click on the “Set..."” button.
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Application Pool Identity ? X

() Built-in account:

ApplicationPooelldentity

(® Custom account:

Ok Cancel

Zr Set the “User name” to, for example, “AD\svcngadmin”, select the “Password” and click the “OK” button.

Set Credentials ? >

Uzer name:

AlMsvengadmin

Password:

Confirm password:
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4.6 Default site directory
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O The default site directory, or root, is the directory on the disk where the tree structure of subdirectories and files
within a site is stored. By default, a clean installation of IIS creates a single site named “Default Web Site” that
has “C:\inetpub\wwwroot” set as the default site directory. The default site directory settings can be changed, so
it is up to the administrator to decide which directory to choose as the default site directory. Any number of sites
can be created in IIS, with each site having its own default site directory.

© Ifyou want to change the default site directory, follow the instructions below.

Zr Open the “Internet Information Services” application and right-click on the “Default Web Site” and select
“Manage Website” —> “Advanced Settings..."”.

W Intemet Information Services (I15) Manager m] *
&« = .;' » WME193 » Application Pools £ e @ @'

File View Help

— @) Application Pool "
= | g Application Pools -
@--HiR I é’ PP & Add Application Pool...
: :;i" Start Page This page lets you view and manage the list of application pools on the server. Application pools are Set A PPl
e j VMET93 .{VMB'I‘H\Admlm;tra associated with worker processes, contain one or more applications, and provide isolation among Application Pool Tasks
i.[2} Application Pools different applications. B Start
w . @ Sites y i
: Default eb o Filter: - Go - gy Show All | Group by: No Grouping - B Stop
4 $ Recvele
s Explore s NETCLRV.. Managed Pipel.. Identity Applications - Recycle
Edit Permissions... ped  vd0 Integrated AD\svcngadmin 0 Edit Application Pool
& Add Application... [ Basic Settings...
&0 Add Virtual Directory... Recycling...
Advanced Settings...
Edit Bindings... o
Manage Website » | 2 Restart XK Remove
&3 Refresh Start View Applications
K Remove @ Stop @ Help
R Browse
72 Switch to Content View Advanced Settings...
< >
< > Content View

Readly &
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Zr Change the set physical path to the path you selected and click the “OK” button.

Advanced Settings ?

X

v (General)

¥

Application Pool DefaultAppPool

Bindings http:™:80:

1] 1

Name Default Web Site

Physical Path %5 Drive\inetpub 0 ..

Physical Path Credentials
Physical Path Credentials Logon ClearText
Preload Enabled False
v Behavior
Enabled Protocols http
> HSTS
> Limits

Physical Path
[physicalPath] Physical path to the content for the virtual directory.

Framework NET Genium / Installing NET Genium
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4.7 Set default directory permissions
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© This step is important so that your NET Genium can write files to disk (for example, file attachments, cascading
styles, log files, etc.).

© Before setting the authorization itself, it is important to realize under which account the application pool is
configured, see the chapter “Identity settings”, and therefore for which account we will set the authorization.
Whether it is a predefined “NetworkService” account or your own technology account. The procedure below
describes how to set permissions for the “NetworkService” account. This procedure also changes the default
permissions for all other subdirectories.

Zr Go to the location of your default web directory, for example “C\inetpub”, right-click on the “wwwroot”
folder and select “Properties”.

| = | inetpub - [m] >
Home  Share  View 2]
« “ 4[] s ThisPC > OS(C) » inetpub > v B O Searchinetpub

Name

st Quick access
[ Deskiop

- Downloads
Documents

&=| Pictures

LR T Y

I This PC
3D Objects
I Deskiop
Documents
- Downloads
D Music
=] Pictures
& videos

i 0S(C)

¥ Network

Sitems  1item selected

custerr
history
logs
temp

wwwroot

Date modified

Open
Open in new window

Pin to Quick access

Give access to
Restore previous versions
Include in library

Pin to Start

Send to

Cut
Copy

Create shortcut

) Delete
) Rename

Properties

Type

File folder
File folder
File folder
File folder
File folder

Size
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Zr Go to the “Security” tab and click on the “Edit...” button.

wwwroot Properties

General  Sharing Previous Versions Customize

Object name:  Cinetpubwwwroot

I.3I'()LI|:) ar User names:

CREATOR OWNER
SR SYSTEM
2 Administrators (VMB153 \ Administrators)

AR ) loare AMARIGT oot
£

To change pemissions, click Edi.

Pemissions for CREATOR
OWMNER Allow

Full control

Modify

Read & execute
List folder contents
Read

Wiite

For special permissions or advanced settings,
click Advanced.

&7 Click on the “Add"” button.

Permissions for wwwroot
Security
Object name:  Chinetpub®wwwroot

Group or user names:

S8 SYSTEM

2 Administrators (VMB153\Administrators)
SR Users (VM8193\Users)

SR 115_IUSRS (VM21934IS_ILUSRS)

52 Trustedinstaller

Advanced

Apply

Pemissions for CREATOR
OWNER

Bemove

Full control

Modify

Read & execute
List folder contents
Read

ooodo gg

Apply
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&r Then click on the “Advanced...” button.
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Select Users or Groups X

Select this object type:
|U5ers. Groups, or Builtin security principals | Object Types...

From this location:
[Vms1s3 || Locations...

Enter the object names to select (examples):
[ Check Mames

7 Search for “"NETWORK SERVICE" via the “Find Now" button and click the “OK"” button.

Select Users or Groups X

Select this object type:
|Users. Groups, or Builtin security principals | Object Types

From this location:
[vmats3 | | Locations...

Common Queries

Mame: Starts with Columns...
Crescription: | Starts with
Disabled accounts Stop

Mon expiing password

o,
Daps since last logon: ?):J

Search resufs: Cancel

Name In Folder =
%Lccal account and member of Ad...

8% | 0CAL SERVICE

2 NETWORK

work erators .
NETWORK SERVICE |
OWNER RIGHTS

%Performance Log Users VM3193
% Performance Monitor Users VMa133
82 Power Users VM3193

{22 Print Operators VM2193 v
-
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Zr Highlight the “NETWORK SERVICE” user group, check “Full control” and confirm with “OK".

Permissions for wwwroot *

Security

Object name:  C:hinetpub®wwwroot

Group or uger names;

CREATOR OWHNER A
NETWORK SERVICE ||

R Administrators (VIME2193\Administrators)

R Users (VM2153\Users) W
< >
Add... Bemave
Permissions for NETWORK
SERVICE Allow Deny
Full contral o =
Moddy l
Read & execute |
List folder contents O
Read O W
Cancel Apply
If it is not possible to set the permissions of the default directory, follow the steps given in the chapter Installing

NET Genium via “Setup.exe”.
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4.8 Creating a new site

© By default, a clean installation of IIS creates a single site named “Default Web Site” that has
“C:\inetpub\wwwroot” set as the default site directory.

> In IS, right-click on “Sites” and select “Add Website...".

@51 Internet Information Services (I15) Manager
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- m} x
fe = (& » VMBI b Sites » & @ -
File View Help
: |7 Sites 7

@--H a8 é’ @ AddWebsite..
- &g Start Page Set Website Defaults...
: Filter: - Go ~ Show All | G by: - i -
v .63 UM8193 (YMB1eAdministral ¢ Go - (GShow reup by: No Grouping @

.2} Application Pools MName D Status Binding Path 3

5 1et LVeb Site 1 Started (ht... *:80 (http) Chinetpublwn
" Add Website...
k&3 Refresh

= Switch to Content View

Ready

<

=1 Features View | I Content View

b -
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<> In the newly opened window Fill in:
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", u

"“Site name”: “www.netgenium.com”

“Application pool: “DefaultAppPool”

“Physical path: “C:\inetpub\wwwroot\www.netgenium.com”
“Type: “http”

“"Host name: “www.netgenium.com”

O O O O O

7 Click the “OK" button.

Add Website ? X

Site name: App

lwww.netgenium.com IIDef

aulthppPool Select... I

Content Directory

Physical path:
lC:\inetpub\wwwroot\www.netgenium.com l

Pass-through authentication

Connect as... Test Settings...
Binding
Type: IP address: Port:
Ihttp VI |AII Unassigned v| |30 |
Host name:
Iwww.netgenium.com| l

Example: www.contose.com or marketing.contoso.com

Start Website immediately
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4.9 Creating and installing SSL certificates
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A The setting described in this chapter is intended only for the use of web servers exposed on the Internet, where
communication security is expected via an SSL certificate.

4.9.1 Create an SSL certificate request

Zr Go to IIS settings and select the node of your server (for example “VMP8193") and select “Server
certificates” in the “IIS” section.

@5 Internet Information Services (1IS) Manager - O ke
fe 5 9, vme193 » & e @
File View Help
Connections e. Actions
i VM8193 Home
@-id [ i Manage Server
-5 Start Page — 2 Restart
! Filter: ~ ¥ Go - g Show All | Group by: - E- *Ouy
v €5 UME193 (VMB193\Administral | _ o - i Show roup by: Area e b s
| Application Pools lis - s
w8 Sites ugﬂ 1=y, N ) R
> &P Default Web Site iﬁ) \@ (/] 4= e Application Pools
5 4 www.netgenium.com Authentic... Compression  Default Directory  ErrorPages  Handler HTTP Sites
Document  Browsing Mappings Redirect Change NET Framework
= [ Version
E=h e . - G=
= g = Q&%M F o= ol @ Gt New Web Platform
HTTP Logging  MIME Types  Modules Output Request Server Component
Respon... Caching Filtering Certificates @ Help
“hy
Worker
Processes
Management
..
B & E
(S
Configurat... Feature Shared
Editor Delegation Cenfigurat...
. » | et View 2 Content view
Ready &
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% Internet Information Services (II5) Manager

—

In the right part of the window, in the “Actions” panel, click on “Create Certificate Request...".

- O x
« = 93, vMm3ie3 » B @-
File View Help
: @ server Certificat :
= erver ceruncates
- & $ Import...
&5 Start Page
v --qﬂ VMB3183 (VM3193\Administra

i[5} Application Pools
w & Sites

Use this feature to request and manage certificates that the Web server can use with websites configured
for S5L.

Create Certificate Request... I

Complete Certificate Request...
Filter: = v Go - ighShow All | Group by: Mo Grouping o Create Domain Certi
4 & Default Web _S‘te Name Issued To
> “ www.netgenium.com

Issued By

<

.

Content View
Ready

&




© netgenium

<> In the newly opened window, enter all the required information for the certificate and click the “Next”
button.
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n, u

“Common name”: “ www.netgenium.com”
“Organization”: “NetGenium”
"Organization unit™: “IT"

“City/locality”: “Prague”

“State/province”: “Czech Republic”
“Country/region”: “CZ"

O O O O O O

Request Certificate ? x

i Distinguished Name Properties

Specify the required information for the certificate. State/province and City/locality must be specified as
official names and they cannot contain abbreviations.

Commen name: |www.netgenium.com

Organization: |NetGer1ium

Organizational unit:

City/lecality |Prague |

State/province: |Czech Republic| |

Country/regiomn: cz ~

Previous Mext Finish Cancel
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Zr In the next step, set the bit length to “2048"” and click the “Next” button.
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Request Certificate 7 x

: Cryptographic Service Provider Properties

Select a cryptographic service provider and a bit length. The bit length of the encryption key determines the
certificate’s encryption strength. The greater the bit length, the stronger the security, However, a greater bit
length may decrease performance.

Cryptographic service provider:

Microsoft RSA 5Channel Cryptographic Provider ~
Bit length:
J2040 -]
Previous MNext Finish Cancel

Zr Specify a file name for the certificate request and click the “Finish” button.

Request Certificate ? s

i File Name

Specify the file name for the certificate request. This information can be sent to a certification authority for
signing.

Specify a file name for the certificate request:

IC:\Users\Administrator\Documents\certiﬁcate_application.req | | I

Previous lext Cancel
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4.9.2 Communication with the Certification Authority

Z» Sending a technical request for a certificate to the Certification Authority
Zr The Certification Authority sends the issued certificate to the applicant

4.9.3 Completing the SSL certificate request

Zr Once you receive your certificate from a certification authority (e.g. www.sslmarket.cz), save it to a text file
such as “C:\Users\Administrator\Desktop\netgenium.txt". If you obtain the certificate by copying the
certificate content from an e-mail message, for example, it is important to save the content including the -----
BEGIN CERTIFICATE----- and ----- END CERTIFICATE------ tags.

Zr Go to IIS settings and select your server node (for example “VM8193") and select “Server Certificates” in the

“IIS" section.

Internet Information Services (IIS) Manager - n] X
| 9
ES &, wais R
File View Help
— @5 vM8193 H |
ome
Q- I -3 F Manage Server
N3 Start Page | e 2 Restart
Filter: * W Go - \s:Show All | Group by: Ar v
VS YME193 (VIM8193\Admenists — . PN, Ares >
o Apphcation Pools - s e
W) Stes 3 = - i,
2 9 o B @ & @
Authentic... Compression  Default Directory  Error Pages  Handler HTP
Document  Browsing Mappings Redirect
B 2 > - 9
b
a u JiE ‘??'q } . < 'y °
HTTP Logging  MIME Types  Modules Output Request Server
Respon... Caching Filtering § Cestificates
I's
<ty

Worker
Processes

Mansgement

:
jh b3
M

Configurat.. Festure  Shared
Editor Delegation  Configurat...

5| [ Festures View || Content View

Ready
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In the right part of the window, in the “Actions” panel, click on “Complete Certificate Request...”.

@ Internet Information Services (IIS) Manager

- [m] x
E0 (&g, e » D08 -
File View Help
. Server Certificates
e iz 8 | .
u:_% Start Page E Use this feature to request and manage certificates that the Web server can use with websites configured Create Certificate Request...
v 62 VME193 (VMB193\Administra | ¢or go1 - —
or SSL. Complete Certificate Request..]
-2} Application Pools
[&] Sites Filter: - Go - l5Show All | Group by: Mo Grouping - Create Domain Certificate...
Name lesued To Jssued By B Create Self-Signed Certificate...
< >
. , | s vin i Coment viw
Ready S

In the wizard, enter the location and name of the certificate you previously saved on your server, enter

“Friendly name” and select “Certificate store for the new certificate” to “Personal”. Then click the “OK"
button.

“Friendly name” is not part of the certificate but is entered by the administrator to better identify the certificate
among others.

Complete Certificate Request

: Specify Certificate Authority Response

Complete a previously created certificate request by retrieving the file that contains the certificate authority's
response.,

File name containing the certification authority's response:

IC:\Users\Administratnr\Deslctop\netgenium.bct l

Friendly name:

vaw.netgenium.com l

Select a certificate store for the new certificate:

I Personal VI

Conce
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O After successfully installing a certificate on the server, you need to assign this certificate to a specific site using

IIS.

5 Intemet Infarmation Services (IIS) Manager

e & &, vMmein

File View Help
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@ @-

Connections
@i 8
- @5 Start Page
+ €5 VMBI (MBI Adrministre. o 551
i-[2) Application Pools

[&] Sites Filter: -

Gi‘gg Server Certificates

Go - (g Show All

Use this feature to request and manage certificates that the Web server can use with websites configured

Group by: Mo Grouping

Mame

*.netgenium.com

<

*.netgenium.com

Issued By
RapidSSL TLS RSA CA G1

< 5| [E]Features View || Z Content View

Ready

Zr From the “Connections” menu, select the website to which you want to assign the certificate in the “Internet

Information Services” main window.

Zr Right-click on the website and select “Edit Bindings...".

wﬁ Internet Information Services (1I5) Manager
“ > e » VMB193 » Sites » www.netgenium.com b

File View Help

Actions
Import...
Create Certificate Request...

Complete Certificate Request...

Create Domain Certific

Create Self-Signed ¢ ate...

Enable Automatic Rebind of
Renewed Certificate

® Help

&

Connections
IR
- @5 Start Page
v .83 VMB193 (VME19\ Administrai

Filter: -

q www.netgenium.com Home

Go - (g Show All

i-[2) Application Pools

s
w-[&] Sites %E, @
- Default Web Site 11" (/]
W‘ Authentic... Compression  Default

i

E Types

& Explore ument
Edit Permissions...
& Add Application...
& Add Virtual Directory...
Edit Bindings...
Manage Website 3
i3 Refresh
K Remove
Rename
E  Switch to Content View

Directory
Browsing

Modules

21

Handler
Mappings
9=
o=
Request
Filtering

< 5 |[E] Features View | |2 Content View

Ready

B Explore
Edit Permissions...
Edit Site
Bindings...

[E Basic Settings...

w Applications
irtual Directories
Manage Website (&)
£ Restart
b Start
B Stop

Browse Website
ww.netgenium.com

Advanced Settings...

Configure
Limits...

HSTS..

@ Help

R
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<> In the newly opened window, click on the “Add..." button.
Site Bindings ? X
Type Host Name Port IP Address Binding Inferma... Add...
http www.netgenium... 80 *
Close

dr

27 Fillin the Following information:

"Type": uhttpsn

“Ports”: “443"

O O O O O

Add 5ite Binding

Type: IP address:

“IP adress”: “All Unassigned”

Port:

I https ~ | |All Unassigned ~ |:|443 ]

Host name:

ilwvw.netgenium.com

O Require 5erver Name Indication
[] Disable TLS 1.3 over TCP

[] Disable Legacy TLS
[] Disable OCSP Stapling

S5L certificate:

[] Disable QUIC
[] Disable HTTP;2

*.netgenium.cem

it I Select...

The Following dialog box “Add Site Binding” will open.

?

View...

Cancel

“Host name": fill in the website domain name (for example www.netgenium.com)
“SSL certificate”: select the SSL certificate you want to assign to this website in the drop-down list
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Zr Option “Require Server name Indication”
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o Do not check “Require Server name Indication” if this is the default site you run on that server. Within
one IP address (or within the whole IIS, if we use an IP address set to “All Unassigned”), only one SSL
certificate can be defined, which has this option unchecked and which we therefore consider as the
default.

o Check “Require Server name Indication” if it is a second or additional SSL site running on the same IP
address. It is important to note that older client devices (older Windows, tablets or mobile phones) can
communicate with only one SSL certificate on one IP address. However, all the usual modern equipment
today can so-called. SNI (Server Name Indication), which allows you to run multiple SSL certificates on
one IP address. To enable this feature, check “Require Server name Indication”.
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5 Download and unzip NET Genium to the
destination directory

Zr Download the archive with the latest full version of NET Genium from the URL:
“https://www.netgenium.com/download/netgenium4.zip".
Zr Extract the contents of the archive to the location “C:\inetpub\wwwroot\netgenium®.

6 Database server installation — Firebird or
MS SQL

A Beforeinstalling NET Genium, you need to install a database server, either Firebird or MS SQL Server. After
installing the database server, you can continue installing NET Genium.

o Forinstructions on installing Firebird, see the “Installing Firebird” guide.
o Forinstructions on installing MS SQL Server, see the “Installing MSSQL” guide.



https://www.netgenium.com/download/netgenium4.zip
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7 Installing NET Genium

© NET Genium can be installed in two different ways:

o Via “Setup.exe”
o Via"lls"

7.1 Genium installation via “Setup.exe”

Z» Run the “Setup.exe” program, which is located in the “bin” directory of NET Genium. After its First run, only
the libraries will be created for it to run properly, then run “Setup.exe” again (“Setup.exe” must be run as an
administrator).

O Ifyou have a NET Genium license, copy your license file “license.txt” to the “Config” directory of NET Genium.
© The introductory window of the program looks like this:

> NET Genium Setup (00-15-5D-26-23-F6) — X

Welcome to Setup for NET Genium

Web site Default Web Site

Virtual directory netgenium

NET Genium directory C:Ainetpub \wwwroot \netgenium

Database Server Firebird C:\Firebird

Database

Charset / Collation Central Europe Czech
Language English v

Options [ Create vittual directory

[J Authorise Network Service to write in the directory NET Genium

[ Create database

[J Authorise Network Service to access MS SQL database

[] Create scheduled task for BackupServer exe (server backup)

[ Create scheduled task for SqlBackup exe (database backup)

[ Create scheduled task for FileBackup.exe (attachments backup)

[ Create scheduled task for Update exe (update)

[] Create scheduled task for ResendEmiFiles.exe

[ Create scheduled task for RunScript.exe [06:00 | 2eh

Setup

Zr Check the options you want to select as described below:

e “Create virtual directory”

o Check this option if you want to convert the NET Genium directory on disk to the IIS virtual directory (run
the equivalent of a manual NET Genium installation performed in IIS).




© netgenium

Framework NET Genium / Installing NET Genium

e “Authorize a NetworkService account to write in the NET Genium directory”

o

Check this option if you want to set the rights for the “NetworkService” account to Full access to the NET
Genium directory. If you have set the rights according to the chapter “Setting the permissions of the
default directory” for the entire “wwwroot”, it is not necessary (if this option is checked) to set the rights
individually. Thus, the rights for each individual NET Genium are already preset.

e "“Create database”

o

o

Check this option if you want to create a new database and your database server is located on the same
computer as the application itself, resp. IIS. If the database server is located on another computer, the
database on the database server must be created manually, and then the “ConnectionString.txt” file
must be created in the “Config” directory of NET Genium, which contains the definition of the
connection string to the database.

Specify what type of database you will use - Firebird or MS SQL Server.

Leave the “Automatic” option checked - the database will have the same name as the virtual directory or
specify your own database name.

In the case of Firebird, select the directory where the database is to be stored (the default location is
“C:\Firebird").

In the case of MS SQL Server, select the instance in which the database will be created.

e “Authorize NetworkService account to access MS SQL database”

o

Check this option if you use an MS SQL database and your database server is located on the same
computer as the application itself, resp. IIS.

Authorization consists of creating a login to the “NetworkService” account and assigning the “sysadmin”
role.

e “Create a scheduled task for BackupServer.exe”

o

Check this option if you want to automatically create a scheduled task for regular server and database
backups.

e “Create ascheduled task for SqlBackup.exe (database backup)”

o

Check this option if you want to automatically create a scheduled task for regular database backups.

e “Create a scheduled task for FileBackup.exe (attachment backup)”

o

Check this option if you want to automatically create a scheduled task for regular file attachment
backups.

e "“Create a scheduled task for Update.exe”

o

Check this option if you want to automatically create a scheduled task for regularly updating NET
Genium to the new version.

e "“Create a scheduled task for ResendEmlFiles.exe”

o

Check this option if you want to automatically create a scheduled task for regularly sending unsuccessful
e-mails from the “Logs” directory.
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e “Create a scheduled task for RunScript.exe”
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o Check this option if you want to automatically create a scheduled task to run a script with a given ID, at a
specified time, or with the option to repeat the task regularly twice an hour for 18 hours.

<> Click on the “Set up” button to start the installation. When the installation is complete, the program displays
a message about this fact.

O After successful creation of the database, the file “ConnectionString.txt” is created automatically.

O A “DefaultLanguage.txt” file is created in the “Config” directory, in which the abbreviation of the default portal
language is placed. This will be the default language according to which all subsequently created NET Genium
applications will be created.
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7.2 Installing NET Genium over “lIS”

© Only install via IIS if you have a NET Genium database created and you have a “ConnectionString.txt” file in the
“Config” directory, which contains the definition of the connection string to the database.

<> Find “Internet Information Services (IIS) Manager” via the “Start” menu.

Best match

'\‘h Internet Information Services (11S) Manager
" App
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Zr In the open window on the left, click on the tree structure of the drop-down list up to “Default Web Site”,
select the directory on your NET Genium's disk, right-click on it, and select “Convert to Application” from the

menu.

O This step assumes that NET Genium is expanded in the “netgenium” directory in the default site directory (for
example, “C:\inetpub\wwwroot\netgenium”). See the chapter “Downloading and unzip NET Genium to the

destination directory”.

@ Internet Information Services (1IS) Manager

Framework NET Genium / Installing NET Genium

e 1 » YMB193 » Sites » Default Web Site » netgenium » W @
File View Help
Connections - " . H Actions
= netgenium Home
@-di# |8 J g B Explore

‘€ Start Page
eﬂ VME193 (VME193\Administrator)

Filter: » W Go - (yShow All | Group by: Area

Ready

--[2} Application Pools 15 -
v -[8] Sites —
B 4y
< & Default Web Site ‘;y!) ‘%J @
| _netgenium b z=ssion  Default Directory  Error Pages
» @ www.netgeniu| 2 Explore Document  Browsing
Edit Permissions... | Yy e
i u:%ﬂ |
=) Convert to Application J1 =t i“‘
n - g MIME Types  Modules Output
(=" Add Application... Caching
».  Add Virtual Directory...
Manage Folder 3
1 Refresh
(2 Switch to Content View
g » | [ Femres Vi . Content View

Edit Permissions...

Manage Folder
Browse Folder

Browse *:80 (http)

@ Help
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7.3.1 File indexing settings for “Windows Search”

7.3.1.1 Enabling the “Windows Search” service

r Find “Services” via the “Start” menu.

Best match
Services
App
Apps

*  Component Services
@ Microsoft Azure Services

% Internet Information Services (IIS) Manager

j'/

o}

H © semce4

Right-click on “Windows Search” and select “Properties”.

% Services = O X
File Action View Help
e’ |FHEC= HE > 8w
. Services (Local) . Services (Local)
A
Windows Search Mame Description Status Startup Type Log ™
Ck Windows License Manager... Provides inf.. Running Manual (Trig.. Loci
Description: - - . . |
. . . :Windows Management Inst.. Providesac.. Running Autematic Loci
Provides content indexing, property ) ) )
caching, and search results for files, e- : Windows Media Player Net.. Shares Win... Manual Met
mail, and other content. i indows Modules Installer Enables inst... Manual Loci
Windows Presentation Fou...  Optimizes p... Manual Loci
:Windows Process Activatio.. The Windo..  Running  Manual Loci
indows Push Notification... This service .. Running  Autematic Loci
Windows Push Notification... This service .. Running  Automatic Loci
indows PushTolnstall Serv... Provides inf... Disabled Loci
indows Remote Manage... Running  Autormatic Met

. Windows Security Service

Windows Time
: Windows Update

indows Update Medic 5
WinHTTP Web Proxy Autc
ired AutoConfig

MI Performance Adapte
Waorkstation

orld Wide Web Publishii

Extended }{ Standard/

Opens the properties dialeg box for the current selection.

Disabled

Manual
Stop 19 Automatic (T.. Loci
Pause g Manual (Trig...  Loci
Resume g Manual Loci
1g Manual Loci
flestart Manual Loci
All Tasks > Manual Loci
19 Automatic Met
e 19 Automatic Loci

Help
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Zr Set "Startup type” to "Automatic”) and confirm the changes by pressing the “OK” button.
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Windows Search Properties (Local Computer) >
General LogOn Recovery Dependencies

Service name:  WSearch

Display name: Windows Search

Description: Provides content indexing. property caching, and
earch results for files, e-mail, and other content.

Path to executable:
Cwindows'system 32  Searchindexer.exe /Embedding

Startup type: FAutomatic |

Service status:  Stopped
Start Stop Pause Besume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

Cancel Bpply

Zr If the original “Startup type” was “Disabled”, open “Windows Search” again via “Properties” and click the
“Start” button. Then click the “OK" button.
Windows Search Properties (Local Computer) *

General LogOn Recovery Dependencies

Service name:

Display name: Windows Search

Description: Provides cortent indexing, property caching, and
earch resutts for files, e-mail, and other cortent.

Path to executable:
Cwindows\system32“Searchindexer exe /Embedding

Startup type: Automatic e

Service status:  Stopped

Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: |
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7.3.1.1 File indexing settings for “"Windows Search”

7 "“Control Panel” via the “Start” menu.

Best match

Control Panel

App

Recent

fo.d Change date, time, or number formats
‘W Region

Apps

E Settings.

< Run

Windows Administrative Tools

..
[ 1}
hel
8
2

B

Zr In the control panel, type “index” into the search box. Select “Indexing Options” from the results found.

index - Control Panel

<« - 4 > Control Panel »

). [Indexing Options

ange how Windows searches

w Security and Maintenance

View reliability history

@ Troubleshooting

Find and fix problems with Windows Search

File Explorer Options

Change search options for files and folders

@ Sesrch Windows Help and Support for “index”

Zr In the newly opened “Indexing Options” window, click on the “Modify” button.

#e Indexing Options

289 items indexed
@ Indexing complete.

Index these locations:

v | B index /

*

Included Locations Exdude
Start Menu
Users AppData; AppData

) advanced Brause

How does indexing affect searches?

Troubleshoot search and indexing

Close

m]

Framework NET Genium / Installing NET Genium

X

x
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< A window will open where you can select the locations you want to include in the index. Check the box next
to the NET Genium “Files” directory. In the last step, click the “OK” button.

4 Indexed Locations x

Framework NET Genium / Installing NET Genium

Change selected locations

(v % os(C) -
0 ~ inetpub
|:| > custerr
O temp
|:| w wwwroot
|:| w netgenium
O > Backup
| hin
|:| Campaigns
| CodeMirror
| Columns
| b Caonfig
[ ] Elearning
] Files
[ Filal Inlnad N
summary of selected locations
Induded Locations Exdude
Files
Start Menu
Users AppData; AppData

G Show all locations Cancel
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Zr For Windows Search, you can check which file types are included in the index. For example, to check whether
the “pdFf” files are actually indexed, click on the “Advanced” button.

# Indexing Options

290 items indexed

g— > Indexing complete.

Index these locations:

X

Induded Locations Exdude
Files
Start Menu
Users AppData; AppData
Modify | ®advanced | Qrause

How does indexing affect searches?

Troubleshoot search and indexing

<7

Advanced Options

Close

Index Settings  File Types

Extension
[lp7s
D pano
aparﬁal
-] & pbk
| pdb
] patf
| pds
L] pef
|=| perfmoncfg
s« pfm
i
BEVE

] pch

JRIERIEERIRERIE

Filter Description €

File Properties filter
File Properties filter
File Properties filter
File Properties filter
File Properties filter
Reader Search Handler
File Properties filter
File Properties filter
File Properties filter
File Properties filter
File Properties filter
File Properties filter
File Properties filter

Eilm Rrommeting Slboe

How should this file be indexed?
(® Index Properties Only
(O Index Properties and File Contents

Add new extension to list:

1

Add

Cocel

In the new dialog window, click on the “File Types” tab and check the “pdf” files.

Framework NET Genium / Installing NET Genium
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8 Authentication settings

O Authentication settings can be set for 3 types of access (login) to your NET Genium.

Anonymous approach

© Anonymous access is used when you want to connect to your NET Genium either over the Internet or over an
internal computer network, and you do not require automatic user authentication using the integrated IIS
features.

Windows authentication

© Windows authentication is used when you want to connect to your NET Genium either over the Internet or over
an internal computer network and require automatic user authentication using the integrated IIS features.

A In this configuration, it is not possible to access NET Genium anonymously via the Internet or via an internal

computer network.
A Client stations must have the NET Genium address set in the intranet zone, see the “Web browser settings”

manual.

Combined approach

O Combined access is used when we need to use a combination of anonymous access and Windows authentication.
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8.1 Anonymous approach
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© Anonymous access is used when you want to connect to your NET Genium either over the Internet or over an
internal computer network, and you do not require automatic user authentication using the integrated IIS

features.

© Before setting up authentication in IIS, it is important to know whether to set the authentication type for the
entire site or just for the virtual directory. Below is the procedure for the entire site.

Z» Go to IIS settings, select the target website, and in the “lIS” section, select “Authentication”.

@5 Internet Information Services (1IS) Manager
&« e r VMB193 » Sites » www.netgenium.com »

File View Help

Connections

www.netgenium.com Home
@ 12 8 @ J
W Start Page -
Filter: - Go -\ ShowAll | G by: - (28]~
v 5 YME193 (YMB193\Administrst | T roup by: Area
.- [} Application Pools ] B
~.[&] Sites T 1=l =
= [ 4 E
Default Web Site %!) @ (/] 5 ﬂ’—j 99|
www.netgenium.com Authentic... JCompression  Default Directory  Error Pages Handler HTTP
Document  Browsing Mappings Redirect
= o
e i =] =
= Pk Al o E &
HTTP Legging  MIME Types  Medules Output Request  55L Settings
Respon... Caching Filtering
Management
Configurat...
Editor
: [T view ] - ContertView

Ready

B Explore
Edit Permissions...
Edit Site
Bindings...
D Basic Settings...
View Applications
View Virtual Directories
Manage Website ()
& Restart
P Start
B Stop
Browse Website

etgenium.com

etgenium,com

Advanced Settings...
Configure
Limits...

HSTS..

@ Help

%
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Zr In the “Authentication” section, select “Anonymous Authentication” and in the “Actions” section, click on

“Enable”.

U"ﬂ Internet Information Services (IIS) Manager

—

& » VM2193 » Sites » www.netgenium.com »

€« >

File View Help
Connections \
@-H 2z e |

0 Authentication

€5 Start Page
€3 VMB8193 (VM8193\Ad

Group by: No Grouping Y

Framework NET Genium / Installing NET Genium

2 Application Pools Name Status Response Type
v -8 Sites | Anonymous Authentication Disabled |
@ Default Web Site ASP.NET Impersonation Disabled
@ www. jum.com Nindows Authentication Enabled HTTP 401 Challenge

<

>| [ Features View ] .2 Content View

Configuration: ‘localhost’ applicationHost.config, <location path="www.netgenium.com”>

Q.

¢r Then select “Windows Authentication” in the “Authentication” section and click “Disable” in the “Actions”

section.

‘5"3 Internet Information Services (lIS) Manager

&« 2

File View Help

€ » VME193 » Sites » www.netgenium.com »

Connections
@-iH Z e

0 Authentication

€5 Start Page
€3 VM8193 (VM8193\Ad!

Group by: No Grouping ~

2} Application Pools Name Status Response Type
v @ Sites Anonymous Authentication Disabled
@ Default Web Site ASP.NET Impersonation Disabled
www.netgenium.com [ Windows Authentication Enabled HTTP 401 Challenge |

Configuration: 'localhost’ applicationHost.config, <location path="www.netgenium.com">
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8.2 Windows authentication
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© Windows authentication is used if you want to connect to your NET Genium either over the Internet or over an
internal computer network, and you require automatic user authentication using the built-in IS features.

A In this configuration, it is not possible to access NET Genium anonymously via the Internet or via an internal
computer network.

A Client stations must have the NET Genium address set in the intranet zone, see the “Web Browser Settings”
manual.

O Before setting up authentication in IIS, it is important to know whether to set the authentication type for the
entire site or just for the virtual directory. Below is the procedure for the entire site.

Zr Go to IIS settings, select the target website, and in the “lIS” section, select “Authentication”.

@5 Internet Information Services (IIS) Manager — ] *
- = e » VMB193 » Sites » www.netgenium.com » I }:I\ @'
File View Help
Connections R Actions
www.netgenium.com Home
LS SIETY @ g Bl Ecplore
-8 Start Page = Edit Permissions...
Filter: - Go - iz Show All | G by: - [28]- A
v 65 VMB193 (VM2193\Adrministrs | T T ] #re2 ==
: A Edit Site
i[5} Application Pools ] " Bind
v (B 5 N indings...
w. @ Sites —_ I n b=
N .%gj \@ [/} = — ‘éﬂ & ﬂ% m Basic Settings...
Y J g
H www.netgenium.com Authentic... {Compression  Default Directory  Error Pages Handler HTTP View Applications
Document  Browsing Mappings  Redirect Veew Virius] Diceciarins
— o —
=1 I E 9= 5 (=)
0o Al 2 r G (e o
P,
HTTP Logging  MIME Types  Modules Output Request  SSL Settings © Restart
Respon... Caching Filtering B Start
Management ~ @ Stop
Browse Website
B . ¢ netgenium,.com
Configurat... e
Edit = etgenium.com
e on *:443 (https)
Advanced Settings...
Configure
Limits...
HSTS..
@ Help
. » | [l Festre iew ] = Comten View

Ready L=
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Zr In the “Authentication” section, select “Windows Authentication” and in the “Actions” section click on

Framework NET Genium / Installing NET Genium

" n
Enable”.
@3 Internet Information Services (IIS) Manager - (] X
&« = & » VME193 » Sites » www.netgenium.com » & < R @-
Eile View Help
| Authenticati |
i uthentication
e-idHlz e 0 | enabre |
€5 Start Page elo
Group by: No G - Help
€3 VMe193 (VMe193\Admi ) ) o ovPg ®
L) Application Pools Name Status Response Type
v @ Sites Anonymous Authentication Enabled
€ Default Web Site ASP.NET Impersonation Disabled
& www.netgenium.com | Authentication Disabled HTTP 401 Challenge |
< > .; Content View
Configuration: ‘localhost’ applicationHost.config, <location path="www.netgenium.com"> ..

&» Then select “Anonymous Authentication” in the “Authentication” section and click on “Disable” in the
“Actions” section.

€3 Internet Information Services (IIS) Manager = [m} X
/(j - 0 » VM8193 » Sites » www.netgenium.com » “ o ’-’ﬂ @ o
Eile View Help
‘ Authenticati

i uthentication
eI o ]
©5 Start Page .

Group by: No G 2
€3 VM3193 (VM8193 B Vo Drovping
£} Application Pools Name Status Response Type

v (8] Sites IAnonymous Authentication Enabled ]

€ Default Web Site ASP.NET Impersonation Disabled

@ www. ium.com Nind Authentication Disabled HTTP 401 Challenge

s | [ Festures View ] . Conten view

Confi ion: ‘localhost’ applicationHost.config, <location path="www.netgenium.com">

of
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8.3 Combined approach
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© Combined access is used when we need to use a combination of anonymous access and Windows authentication.
© There are two ways to set up combined access to NET Genium:

o Using two virtual directories, one of which is set up for Windows authentication and the other for
anonymous access (NET Genium is accessed via two different URLs).
o Using one virtual directory (NET Genium is accessed via one URL).

8.3.1 Setting up combined access using two virtual directories

© The usual practice with this configuration is that the target website has its default website directory set to the
directory on disk where NET Genium itself is stored. This website has Windows authentication set up. In addition,
a new virtual directory is created that has anonymous login set up and points to the same disk location as the
target website itself.

8.3.1.1 Setting the target website to use Windows authentication

Zr Go to IIS settings, select the target website, and in the “IIS” section, select “Authentication”.

@ Internet Information Services (IIS) Manager - m} s
&« e r VMB193 » Sites » www.netgenium.com » A ):I\ @'
File View Help
Connections . Actions
www.netgenium.com Home
¢--d = |8 “ 9 Bl Explore
-5 Start Page = Edit Permissions...
Filter: - Go -\ ShowAll | G by: - (28]
v €5 YME193 (YMB193\Administrst | T roup by: Area s
QAppllcat\Dn Pools IS - Bind
= ~ J— indings...
~.[&] Sites o i =l e
Dt v s dld o 5 &y B e
www.netgenium.com Authentic... JCompression  Default Directory  Error Pages Handler HTTP Vi C 5
Document  Browsing Mappings Redirect v Virtoal Disectahies
€ % = Qﬁﬂ g = & Manage Website (@
HTTP Legging  MIME Types  Modules Output Request  SSL Settings € Restart
Respon... Caching Filtering P Start
S
Management ~ W -5top
D Browse Website
Browse www.netgenium,com
= 5 :
Configurat... o ttp}
Editor & B .netgenium.com
o ps)
Advanced Settings...
Configure
Limits...
HSTS..
@ Help
. 5 | [ETFesures View . Comtent View

Readly &
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Zr In the “Authentication” section, select “Windows Authentication” and in the “Actions” section, click on

“Enable”.

U"ﬂ Internet Information Services (IIS) Manager

€« > 0 » VM8193 » Sites » www.netgenium.com »

File View Help

| Authenticati

i pe uthentication
e-HiZz e Q
Gj Start Page z

Group by: No G N
€5 VM8193 (VM3193\Admi ) B8] No Grouping
(2 Application Pools Name Status Response Type

v -8 Sites Anonymous Authentication Enabled

@ Default Web Site ASP.NET Impersonation Disabled

@ www.netgenium.com | Windows Authentication Disabled HTTP 401 Challenge |

< 5| (=] Features View |(.Z Content View

Configuration: ‘localhost’ applicationHost.config, <location path="www.netgenium.com">

<» Then select “Anonymous Authentication” in the “Authentication” section and click “Disable” in the “Actions”

section.

cj Internet Information Services (IIS) Manager

&« = 0 » VM8193 » Sites » www.netgenium.com »

File View Help
Connections
Q-iH |2z e

€5 Start Page

v -85 vM8193 (VM8193

0 Authentication

Group by: No Grouping Y

) Application Pools Name Status Response Type
v -[&] Sites | Anonymous Authentication Enabled |
@ Default Web Site ASP.NET Impersonation Disabled
& www.netgeni ""‘3 Wind Authentication Disabled HTTP 401 Challenge

< 5| |2l Features View | (% Content View

Configuration: ‘localhost’ applicationHost.config, <location path="www.netgenium.com">
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8.3.1.2 Create a second virtual directory for anonymous access

. . . u . . n
<> Right-click on the target website and select “Add Application...".
€3 Internet Information Services (1IS) Manager = a X
/(:—: 0 » VME193 » Sites » www.netgenium.com » 2 "x @"
File View Help
| ‘ www.netgenium.com Home
Q- idl2 I8 i (*) i i 2
W5 Start Page = —— f—
v ‘g VM81939(VM3101 A Filter: + ¥ Go - G ShowAll | Groupby: Area - e8]~
L) Application Pools IS . g
v -8 Sites ;if x| ey R b= s
Default Web Site "ﬂ?) ‘til [/} ‘%«’w L& é‘sJ _‘E (& ¢ Settings
www.netgenium.coml | Authenti C ion __ Default Directory  ErrorPages  Handler HTTP ew Appl n
2 Explore cument  Browsing Mappings Redirect o Virtts ectories
Edit Permissions... ;]r.- ‘;5% %9_ \SE & Manage Website O
2 Add Application... : % : 2 Restart
Types  Modules Output Request  SSL Settings W SENE
#. Add Virtual Directory... Caching Filtering b st
Edit Bindings.. A | Sto
Manage Website »
§1 Refresh 0
XK Remove
Rename ;
{5 Switch to Content View Advanced ngs
< 5> | [[E]Features View [I.Z Content View Configure v
Ready L-H
& Fillin:
" H n, u" H n
o “Alias": for example “netgenium
" . . n, u n
o “Application Pool”: “DefaultAppPool
@)

your NET Genium is stored)

Add Application

Site name:  www.netgenium.com
Path: !
Alias: Application pool:
I IDefaultApanol

Ine‘:genium

Sel

Example: sales

Physical path:

IC:\inetpub\wmvroot\netgeniuﬂ

Pass-through authentication

Connect as... Test Settings...

[] Enable Preload

“Physical path”: for example “C:\inetpub\wwwroot\netgenium” (physical path (directory on disk) where

lect...

Cancel
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Zr Click on the “netgenium” application and select “Authentication” in the “lIS” section.

H’“ﬁ Internet Information Services (IIS) Manager

« 2 D » VMB193 » Sites » www.netgenium.com » i >
File View Help

Comsenctons | .

e -id 7|18 | 9 /netgenium Home

€5 Start Page
v €5 VMB193 (VME193\A

(i

Filter: ~ W Go - G Show All | Group by: Area

L} Application Pools 1S

v .[@] Sites 32, lfl
@ Default Web Site 0 5—1 (V]
v @ www.netgenium.com Authentic... |Compression  Default Directory  Error Pages Handler
Document  Browsing Mappings

@ = & #» &

HTTP Logging MIME Types  Modules Output Request
Respon... Caching Filtering
Management

=)

Configurat...

Editor

Redirect

8

SSL Settings

Ready

Zr In the “Authentication” section, select “Anonymous Authentication” and in the “Actions” section, click

“Enable”.

6'3 Internet Information Services (IIS) Manager

= 3 ) vM8I® » Sites » www. jum.com » jum »

File View Help

. ‘ 9 Authentication
e 28 | @&
G’? Stact Page Group by: No Grouping v
v €3 VMB8193 (VM8193\A
) Application Pools Name Status Response Type
v -[@ Sites | Anonymous Authentication Disabled
i ROt i
@ Default Web Site ASP.NET Impersonation Disabled
v @ www.netg om| | W Authenticati Enabled HTTP 401 Challenge
¥ netgenium
< ),‘ .;Z Content View

Configuration: ‘localhost’ applicationHost.config, <location path="www.netgenium.com/netgenium”>
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7 In the “Authentication” section, select “Windows Authentication” and in the “Actions” section, click

“Disable”.

5"3 Internet Information Services (IIS) Manager

&« = P » VMB193 » Sites » www. com » netg »
Eile View Help
Connections X .
e 12 ? Authentication
q.i ot age Group by: No Grouping -
v -85 YM8193 (VM3193\A
) Application Pools Name Status Response Type
v (@l Sites Anonymous Authentication Disabled
@ Default Web Site ASP.NET Impersonation Disabled
v 0 www.netgenium.com IW’mdows Authentication Enabled HTTP 401 Challenge
¥ netgenium
< > |,': Content View
Configuration: ‘localhost’ applicationHost.config, <location path="www.netgenium.com/netgenium"> .

8.3.1.3 Setting up virtual directory URLs in NET Genium portal settings

O This step is important so that administrator modifications in individual NET Genium instances are synchronized
with each other (virtual directory with Windows authentication vs. virtual directory with anonymous access).

Zr Start your NET Genium.
Zr Go to the NET Genium portal settings (via the gear symbol).

Administrator / 1 user online

genium

® ® e

A Home page

OICA U Task  Settings
E: NET Genium
New license key request EEN
R EEN
estart
EEN
A Home page
User-Mode

@ Book

ﬁ My Settings

© 2025 NetGenium
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Zr In the newly opened dialog box, go to the “General” tab and enter both URL addresses of your NET Genium
in the “URL" field (For example: “http://localhost;http://localhost/netgenium”). Confirm the changes with the

“Save” button.

genium Administrator / 1 user online

A ® %

A Home page | U GIRENERI Task  Settings

m NET Genium
X NET Genium v25.063 (22/02/2025) @

B o] Az s AN

New license: key request Emails Print templates Permissions ~ Passwords ~ Colors Other
Restart

A Home page Name @
Version @
@ Book

* My Settings URL | http://localhost; http://localhost/netgenium @
© 2025 NetGenium ®

i

Time zone v

Date format | dd/mm/yyyy ~

Default map v
Fulltext | None ~ ®@

catalogue
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8.3.2 Setting up combined access using one virtual directory
8.3.2.1 Setting up the target website for two-factor authentication
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© Before setting up authentication in IiS, it is important to consider whether we will set the authentication type for
the entire website or just for the virtual directory. Below is the procedure for the entire website.

Z» Go to IIS settings, select the target website, and in the “lIS” section, select “Authentication”.

@5 Internet Information Services (1IS) Manager — m] X
&« e r VMB193 » Sites » www.netgenium.com » & ):|\ @v

File View Help

Connections . Actions
www.netgenium.com Home
@i %8 @ g B Feploe
W Start Page == Edit Permissions...
Filter: - W Go - \g1ShowAll |G by: - (28]~ il
v 5 YME193 (YMB193\Administrst | T roup by: Area s
.- [} Application Pools 115 - i
- = Bindings...
~.[&] Sites n =
s [ B ]9 e & o ee,
> www.netgenium.com Authentic... JCompression  Default Directory  Error Pages Handler HTTP View Applications
Document  Browsing Mappings Redirect View Virtual Direcidhies
s = - o ——r
= %J JE QL_%H il = % Manage Website @
HTTP Logging  MIME Types  Modules Output Request  SSL Settings & Restart
Respon... Caching Filtering P Start
5
Management -~ B Stop
Browse Website
B = Browse www.netgenium.com
Configurat... Elr]c netgenium.com
Edit &1 i
or on ps)
Advanced Settings...
Configure
Limits...
HSTS..
@ Help
: [T view ] - ContertView

Ready &
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Zr In the “Authentication” section, select “Anonymous Authentication” and in the “Actions section, click on

“Enable”.

i”i Internet Information Services (IIS) Manager

/(:—: & » VM8193 » Sites » www.netgenium.com »

File View Help

Connections ‘ h - -
Q-2 18 | @ Authentication
q;-i Start Page Group by: No Grouping v
v 93 VM8193 (VMB8193\A
L} Application Pools Name Status Response Type
v (@ Sites IAnonzmous Authentication Disabled |
@ Default Web Site ASP.NET Impersonation Disabled
@ www. jum.com| | Wind hentication Disabled HTTP 401 Challenge
< >| [l Features View | % Content View

Configuration: 'localhost’ applicationHost.config, <location path="www.netgenium.com">

Zr In the “Authentication” section, select “Windows Authentication” and in the “Actions” section, click on

“Enable”.

33 Internet Information Services (IIS) Manager

&« 2 0 » VME193 » Sites » www.netgenium.com »

File View Help

Connections X .
I 0 Authentication
€5 Start Page =
Group by: No G o
€5 VMB193 (VMB193\A | B Vo Orouping
L} Application Pools Name Status Response Type
v -[&| Sites Anonymous Authentication Disabled
& Default Web Site ASP.NET Impersonation Disabled
@ www.netgenium.com | [Windows Authenticati Disabled HTTP 401 Challenge |
< > | - = Content View

Configuration: 'localhost’ applicationHost.config, <location path="www.netgenium.com">

- O X
@ @~
Actions
Enable |
® Help
———
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8.3.2.2 Setting the “LoginByldentity.aspx” file for Windows authentication
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<> Right-click on the target website and select “Switch to Content View".

'ﬁ"a Internet Information Services (IIS) Manager — [m] >
&« 2 0 » VMB8193 » Sites » www.netgenium.com » & % '., @ -
File View Help
| www.netgenium.com Home ‘
M ST ok A
€5 Start Page = -
© 63 VMB193 (VMB1g3\A Filter: v W Go - \z1Show All | Group by: Area v
L} Application Pools IS e
v & Sites I's s
£ n g a =y e 2
€ Default Web Site f‘}) él 9 404 | cs,;,,J l9¢]
E WWW om] henti Compi Default Directory  Error Pages Handler HTTP
2 Explore cument  Browsing Mappings Redirect
Edit Permissions... = " 2 o=
= M o & §
9 Add Application, E
‘ fIE Types  Modules Output Request  SSL Settings
#.| Add Virtual Directory... Caching Filtering
Edit Bindings... ~
Manage Website »
82 Refresh
X Remove
Rename
.= Switch to Content View
< > | [[E]Features View [iZ Content View o
Ready 93

Zr Locate the “LoginByldentity.aspx” file, right-click on it and select “Switch to Features View".

@ Internet Information Services (IIS) Manager - [m] X
« = & » VMB193 » Sites » www.netgenium.com » w o @-

File View Help

Q-2 e 0 www.netgenium.com Content T 7
L” ke J 3 __ 'LoginByldentity.aspx" Tasks
EJ 3?3;2:;39(:/M8191 e | Filter: ~ W Go - (& Show All | Group by: No Grouping Y — ?%F:X’F'le
L) Application Pools Name Type & 1= ==
v -[@] Sites || LoginByFacebook.aspx ASPX File | B
@ Default Web Site | '] LoginByGoogle.aspx ASPX File E
@ www.netgenium.com Losin?yldentit".as"xl ila i
|| LoginByMicrosoft.aspx | =] Switch to Features View 12:55:10
L J Logout.aspx [$] Browse Size: 023 KB
: J N e Edit Permissions... | M Refres
|_| MapPickerGoogle.aspx |
[7] Menu.aspx 83  Refresh ® Hep
| ] MultiListBox_Renameltem.aspx @ Help
|| NamePicker.aspx B e —
|_| netgenium.accdb ACCDB File
|| NETGenium.ico Icon
ElNFlGeniumjs JavaScript File
|_| netgenium.mdb MDB File
|| ngef.aspx ASPX File o
< 5| [=]Features View

Ready 8
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Zr In the “lIS” section, select the “Authentication” option.
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€3 Internet Information Services (IIS) Manager = m] X
€ > > VMBIG3 b Sites » www om » LoginByldentity.asp @ @-
File View Help
LoginByldenti H
i | ogin entity.aspx Home
e -H 28 | SN i -
~ Files Al S = ER
" FileUpload Filter: v Go - \s1Show All | Group by: Area v (&8 : -~
7| Froala IS ~
1 Gallery A = =~ =S 2 im
1 chartjs .’l\!!) }_j] V] ‘j)i‘ i—‘Jg‘— 4‘"—1 49] EE
_ Images Authentic... | Compression  Default Directory  ErrorPages  Handler HTTP © Hey
“ Install Document  Browsing Mappings Redirect
| Logs =D = A’ i I3 @=2
| Mailbox = Lﬂ jE g’:"ﬂ 3 = l%
| OpenlLayers HTTP Logging MIME Types  Modules Output Request  SSL Settings
| Restart Respon... Caching Filtering
1 Seript M N s
| Store arigemen
_| Synchro i I
1 Temp s
| Templates c°"£’;9ﬂ“"*"'
| Themes -
7 Update
| ViewFields
| LoginByldentity.aspx] ,,
< > Features Viev Content View
Ready &
" . M n . " M H n M " H n M M
2> In the “Authentication” section, select “Anonymous Authentication” and in the “Actions” section, click

“Disable”.

qﬁ Internet Information Services (IIS) Manager

f€ ] VMBI » Sites » www.netgeni

Buld.

om » Logi ity.aspx

File View Help

Connections
Q- H 28

| Files ~

Authentication

Group by: No Grouping *

[m] X
@ < @-

_| FileUpload

1 Froala Name Status Response Type

1 Gallery Enabled

I Anonymous Authentication

| chartjs
| Images
| Install
_ Logs
1 Mailbox
_| Openlayers
_ Restart
] Script
| Store
~| Synchro
| Temp
| Templates
| Themes
_| Update
_| ViewFields
|_| LoginByldentity.aspx ,
< >

ASP.NET Impersonation
Windows Authentication

Disabled

Enabled HTITP 401 Challenge

Content View

Features View

genium.com/LoginBy ity.asp

Configuration: ‘localhost’ applicationHost.config, <location path="www

8.3.2.3 Creating the “LoginByldentity.txt” file

off

Zr Go to the directory where you have installed your NET Genium (for example
“C:\inetpub\wwwroot\netgenium”) and in the “Config”
content of the file does not matter).

directory create the file “LoginByldentity.txt” (the
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9 Problem solving
9.1 NET Genium installation via “Setup.exe”

O Ifyou encounter any problems while installing NET Genium with the “Setup.exe” program, their details can be
found in the “Logs” directory in the “Install.log” file. These problems include:

X Problem: IIS is not installed.
v Solution: Install IIS (see chapter “Installing 11S").
X Problem: The selected database system is not installed.

v Solution: Install the database server (see chapter “Database server installation — Firebird or MS SQL").

X Problem: When creating the setup database, it reports an error: “Firebird: connection rejected by remote
interface “.
© NET Genium Setup (54-48-10-CE-53-5A - X

Vita vas konfigurace aplikace NET Genium

Webovy server Default Web Site

Virtudini adresa? netgenium ]
AdresaF NET Genium C:\inetpub \wwwroot \netgenium

Database Server Firebird ~ | |C:\Frebird\ ]
Databaze [ Automaticky

Charset / Collation Central Europe v | |Czech ~
Jazyk Cestina v

Moznost [ Wytvoiit vituaini adresa

[] Autorizovat Géet Network Service pro zapis do adreséfe NET Genium
[ Wtvorit databazi
] Autorizovat G&et Network Service pro pFistup do databaze MS SQL

‘ NET Genium Setup x Nastavit

Q Firebird: connection rejected by remote interface

oK

v/ Solution: Check which version of Firebird you have installed. Version 2.5.n or higher must be installed.

X Problem: Backward compatibility with 1IS 6 and .NET and ASP.NET extensions is not installed.

v Solution: Install the relevant missing extensions by installing Server Features.
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9.2 Windows authentication
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X Problem: Windows authentication does not work.

+ Solution: Make sure you have a NET Genium address on the client stations located in the Intranet zone.

v Solution: Make sure you have “Windows Authentication” installed, see chapter “Authentication settings”

v Solution: Check the authentication settings according to your chosen type of access to NET Genium (see
chapter “Authentication settings”).

9.3 The First launch of NET Genium

X Problem: NET Genium is displayed without styles.

" Solution: If your NET Genium is displayed without styles, you either do not have the permissions set for your
default website directory (see the chapter “Set default directory permissions” or you did not check the “Static
Content” option when installing IIS (see the chapter “Installing 1IS on Windows Server 2022").

C (@ localhost/netgenium/(S(zedk4zfqg2hSu2lenrgjcbw3))/Default.aspx b+ ¢ ﬁ

HH Aplikace ﬂ Email - NET Genium &> ERP ¢ TEST

© 2018 NetGenium PrihldSeni

Uzivatel |Administrator v
Heslo

X Problem: Unable to save form in NET Genium. Error saving form: “No message for error code 335544865
found”.

v Solution: Make sure you have FlameRobin running. If so, close the program.
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9.4 NET Genium display issues after installing or importing a new SSL
certificate
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X Problem: Your connection is not private: NET :: ERR_CERTIFICATE_TRANSPARENCY_REQUIRED

- C A Nezabezpeceno | hitps://netgenium.com

A

Vase pfipojeni neni soukromé

Utoénici se mohou pokusit odcizit vase tdaje na webu netgenium.com (napfiklad hesla,
zpravy nebo informace o platebnich kartach). Daldi informace
NET::ERR_CERTIFICATE_TRANSPARENCY_REQUIRED

Béhem aktualizace zabezpeceni na webech mohou byt upozornéni bézna. Brzy by se
to mélo zlepsit.

D Pomozte zlepsit Bezpecné vyhledavani tim, Ze budete ¢ast informaci o systému a obsahu stranek

odesilat do Googlu. Zasady ochrany soukromi

~/ Solution: Contact the certificate issuer, resp. the certification authority that issued the certificate and have it
verified that the certificate has been correctly logged in accordance with “Certificate Transparency” after it
has been generated. See the site for more https://comodosslstore.com/resources/how-to-Ffix-
neterr_certificate transparency required-error-in-google-chrome/.



https://comodosslstore.com/resources/how-to-fix-neterr_certificate_transparency_required-error-in-google-chrome/
https://comodosslstore.com/resources/how-to-fix-neterr_certificate_transparency_required-error-in-google-chrome/

